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Capability 
 

We enhanced Works with 
receipts imaging, secure 
email and push payments. 
We continue to enhance 
Works with ePayables 
reconciliation and 
automating files, in 
addition to Chip and PIN 
capabilities.  

Simplified 
 
The new Works UI focuses 
on simplifying the usability 
of the system: 

Enhanced usability for 
every user type 

Streamlined workflows 
and presentation of data 

Additional search and filter 
features 

More efficient navigation 

Comprehensive 
 

The Works platform 
provides a comprehensive 
card management tool for 
our Card clients, in which 
they can better manage, 
reconcile and approve card 
payments faster and more 
efficiently.  

Kevin Phalen, Head of Global Card and Comprehensive Payables, Bank of America Merrill Lynch 

For many years, our clients have praised the industry-leading functionality of 
Works® and we’re pleased to leverage their valuable direct input in the 

redesign of the program’s user interface. The changes will have an immediate 
impact on our clients’ ability to effectively manage their card payments and 

overall working capital. 
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 Login.  Frequently.  

The best way to learn a new system is to jump in and attempt your day to day tasks.  The 

new UI is meant to be very intuitive and easy to pick up. Take your time and give yourself 

a self-guided tour. 

  Attend a Webinar – or two.  

A host of instructor led training opportunities for program administrators is available on 

the new UI.  Access the full training menu and register for classes via the Training & 

Resources link within Works. 

  Leverage online resources.  

All online resources have been updated and enhanced for the new UI. Many of these 

resources will also be helpful as you provide Works access to end users: 

 Quick Reference Guides – all updated to reflect the new UI and easily accessible via 

the Training & Resources link within Works. 

 Online Help – a robust, indexable and searchable feature in the new UI. 

 End user videos – a series of self-help videos addressing common functions within 

Works. 

 Glossary of Terms – a searchable feature built into the Online Help. 

 New UI Access guide – if you’ve misplaced the copy sent to you back in March, ask 

your CAM or call the THD for another version.  Consider repurposing this document 

for future end user access to the new UI. 
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Once your PAs have access to the new UI, you may begin to grant 

end users access to the interface. 

Communication is key to success.  Promote end user access of 

the new UI wherever and whenever possible within your 

organization. 

Repurpose various resources and documents available on the 

new UI to prepare your end users for the new UI. You can even 

send out a link to the videos – no login to Works required. 

Do you have end users that need new UI access? 

Servicing 

The Technical Help Desk, 1.888.589.3473, is ready and 
able to assist you with questions and service issues 
regarding both the current and new Works UI.   
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New: Communications section 

•Alerts section  
•My announcements – Set by PA and stays on 

Home Screen until “expiration” date 
•Works Announcements – Visible to PA only  

 

New: Accounts Dashboard 

•Quick View of Accounts nearing credit limit 
• Tabs for both Individual Accounts and 

Corporate Accounts 
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New: “Single Actions” menu 

From the master account table, you can perform tasks on a single account, or a group of 
accounts without leaving the main page.  No need to drill down to additional pages to 
execute simple changes. 



11/6/2013 9 

New: Customize your tables 

Select the “Columns” you want in your transaction view. Click and drag columns to rearrange 
the order.  Changes are automatically saved as your “default” view for next time. 
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Background 

 Card networks (Visa and MasterCard) and bank issuers 
reached a preliminary agreement on the interchange lawsuit 
filed by merchants in 2005. 

With the preliminary agreement, beginning January 27, 2013, 
merchants can add “check-out fees” (surcharge fees) for Visa 
& MasterCard credit card transactions per the terms of the 
settlement agreement.  

 The terms apply to all Visa and MasterCard credit cards. 
Debit and prepaid cards cannot be assessed these “check-out 
fees.” 

 10 U.S. states with surcharging restrictions: 
 California 
 Colorado 
 Connecticut 
 Florida 
 Kansas 

 Maine 
 Massachusetts 
 New York 
 Oklahoma 
 Texas 
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Merchants and “check-out fees” 

 “Check-out fees” are being imposed solely at the merchant/supplier discretion. 

 A merchant/supplier: 

o Must disclose the check-out fee at the point of sale (or online check-out 
screen) 

o Are required to provide a separate line item on the receipt that shows the 
dollar amount of the fee 

o Will determine how much the “check-out fee” will be if they decide to charge 
one; no merchant may charge more than 4% of the transaction amount 

o Are required to disclose the amount of the surcharge before a purchase is 
made; look for signs at the store entrance and at the cash register or point of 
sale 

o U.S. merchants that intend to surcharge must  
complete a notification form with Visa or  
MC 30 days in advance of charging the fee. 
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Client questions and disputes 

If a cardholder has a questionable charge (they were charged more 
than 4% or the fee was not disclosed upfront), they should contact 
Visa or MasterCard.  

Visa  

 Customer Assistance Center: 1.800.847.2911 

 Report a Merchant Violation Online Form: 
https://usa.visa.com/checkoutfees/contact.jsp 

MasterCard 

 Assistance Center: 1.800.307.7309  

 Report a Merchant Violation Online Form: 
http://www.mastercard.us/support/merchant-violations.html  

https://usa.visa.com/checkoutfees/contact.jsp
http://www.mastercard.us/support/merchant-violations.html
http://www.mastercard.us/support/merchant-violations.html
http://www.mastercard.us/support/merchant-violations.html
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Additional information 

 Visa: http://usa.visa.com/download/merchants/surcharging-faq-
by-merchants.pdf 

MasterCard: 
http://www.mastercard.us/merchants/support/surcharge-
rules.html 

 BofAML is working with our 
processor and network 
partners to understand how to 
provide visibility of the 
surcharge fee in our reporting 
tools. Clients should refer to 
their receipt in the interim. 
 

http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://usa.visa.com/download/merchants/surcharging-faq-by-merchants.pdf
http://www.mastercard.us/merchants/support/surcharge-rules.html
http://www.mastercard.us/merchants/support/surcharge-rules.html
http://www.mastercard.us/merchants/support/surcharge-rules.html
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• According to Javelin, Bank of America stands alone in the customer-

centric approach to prevent, detect and resolve fraud issues, an 

approach that will eventually be required across the industry. This is 

the 8th consecutive year we have achieved this distinction in the 

industry. Bank of America earned 81 points, with the average of other 

banks scoring 59 out of 100. 
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 Phish attack volume jumped 28% 

from the previous quarter to 166,022 

attacks. A three-quarter rising trend 

has resulted in a 71% increase from 

Q2 2011. 

 Newest trend is Spearphishing which 

targets same organization with mass 

emails or telephone calls  

 

 The Financial sector continued to be 

the most phished industry, accounting 

for 38% of phish attacks.  

 Fraudster goal is to gain access to 

account information, etc. to facilitate 

attacks 



11/6/2013 19 

-----Original Message----- 

From: Bank of America Alert [mailto:onlinebanking@alert.bankofamerica.com] 

Sent: Sunday, May 09, 2010 4:55 PM 

To: Martin, Jeannette  

Subject: Bank of America Alert: Irregular Credit Card Activity 

  

We detected irregular activity on your Bank of America credit card on 09/May/2010. To safeguard 
your account, we've classified it as dormant. 

  

What does this mean for you? 

You will not be able to use your credit card, until it has been reactivated. The process for reactivation 
is  simple: 

1. Download the activation form. 

2. Enter basic security information 

  

Don't forget - your credit card can be used anywhere VISA® or MasterCard® is accepted so once 
you've reactivated your account, you're free to spending money. 

  

If you do not reactivate your account, your account will remain dormant. 

  

Yours sincerely, 

 Bank of America Security Department 
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Identify 

BofAML will not ask cardholders to provide account number and/or 
personal information via an email 

Most fraudulent communications convey a sense of urgency by 
threatening discontinuing service or declining authorizations  

Many fraudulent emails contain misspellings, incorrect grammar, 
and poor punctuation 

 Links within the email may appear valid, but deliver you to a 
fraudulent site 

 Phishing emails often use generic salutations like "Dear Customer," 
or "Dear account holder" instead of your name 

All Bank of America Merrill Lynch emails will include 
telephone number to contact office  
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Act 

Ask your associates to avoid response to phishing inquiries  

Ask associates to avoid launch browser to avoid viruses  

 Forward any emails if received to abuse@bankofamerica.com 

 If concerned, please contact the Fraud Team at 1.877.451.4602 or 
the telephone on the back of the plastic. 
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mailto:cca@doa.virginia.gov
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